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Reverse engineering the Windows SMB server

“Reverse engineering is taking apart an object to see how it works in order to duplicate or
enhance the object.”
— Why?
— Dump cryptographickeys generated by the SMB server used for encryption

—  Fun?

— Useful for:
— Debugging while implementing SMB encryption

— Decrypting a network capture in Wireshark

m Copyright © SUSE 2021



Plan

— Windows kernel, differences and comparaison with Linux kernel
— Finding the code for the SMB server

— WinDbg and Windows kernel debugging

— Disassemblers and static analysis tools, IDA pro

— When and where the SMB server generates keys

— Ways to automaticalydump the key as it gets generated

— Summary of the implemented solution

— Final words
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Dumping SMB traffic pre-encryption

If you are only interested in the decrypted trafficand not the keys: this is already possible
(thx Obaid!)

— On client

— netsh trace start provider=Microsoft-Windows-SMBClient capture=yes

— On server

— netsh trace start provider= Microsoft-Windows-SMBServer capture=yes

— To stop trace and generate the .etl file

— netsh trace stop

— To convert ETL to pcap https://github.com/microsoft/etl2pcapng

— https://channel9.msdn.com/events/Open-Specifications-Plugfests/Redmond-Interoperability-
Protocols-Plugfest-2015/Decrypting-SMB3-Protocol
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Overview of the Windows SMB server
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Overview of the Windows SMB server

— Most drivers are stored in %SystemRoot%\system32\drivers\
— Drivers use the .sys extension

— Use the PE file header

— Same as .exe or .dll
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Overview of the Windows SMB server

Location C:\Windows\System32\drivers /1lib/modules/$version/
Extension .Sys .ko
File format PE ELF
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Overview of the Windows SMB server

— Where is the server?

— First attempt: look for "smb2" occurrences in all the drivers

$ strings --print-file-name -n 8 *.sys | grep -i smb2
mrxsmb20.sys:

mrxsmb.sys:

Srv2.sys:

srvnet.sys:

— mrxsmb®* : SMB redirectors (client)

— srv* : SMB server!
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Overview of the Windows SMB server

The SMB server implementation seemsto be done in mainly 3 drivers

Srv.sys Srv2.sys
SMB1 SMB2+

srvnet.sys
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Debugger

Microsoft has an official stand-alone debugger called WinDbg
— Userspace debugging
— Remote debugging (kernel or userspace)

— Rudimentary GUI with a command-line interface

— Pure Text also possible (cdb, kd)
— Incompatible with GDB

— WinDbg "Preview"

—  More modern GUI wrapper

@ Copyright © SUSE 2021
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Debugger

E KD 'net:port=31111, key=""""target=192,168.2,103', Default Connection - WinDbg 1.2103.01004.0 — O it
m Home View Breakpoints Time Travel Model Scripting Source Command Memory Notes ~
II ’ {PstepOut '} Step Out Back Q D Restart D ik o E
Iaial
[*} StepInto  {¥] Step Into Back B Stop Debugging -
Break Go Go Settings |Scurce| Assembly  Local Feedback
. [P StepOver ¥} Step Over Back Back & Detach Help- Hub
Flow Control Reverse Flow Control End Preferences Help
Z | £ X ||Notes A Wl Command s
3 ™ T
g FFFFF801° bfSad2bc 498bdo mov  rbx,ro [~
User kd>
Kerny — 7 X srvnet!SmbCryptoCreateCipherkeys+8x47:
simp] |Disassembly fffff801° bfsed2bf 458bes mov r13d, rad
Float . kd>
Address: | Faoll
ress |@$smpﬂp : . - __| oo srvnet!SmbCryptoCreateCipherkKeys+Bx4da:
xor rax, rsp E| fffff3e1” bfsad2c2 4cBbhe2 mowv r12,rdx
mov qword ptr [rsp+58h], rax kd>
388 mov ri5, quword ptr [rsp+8Dsh] srvnet!SmbCryptoCreateCipherkeys+8x4d:
xor eax, eax fffffea1l” bfsed2cs 23e981 sub ecx,1
88 mov rbp, qword ptr [rsp+188h] kd>
xor ridd, ridd srvnet!SmbCryptoCreateCipherkeys+8x58:
xor esi, esi THfff3g1" bf58d2c8 afid4bed3aB08 je srvnet!SmbCryptoCreateCipherkKeys+8x9414 (H:fHZSBl‘bFB‘.E
mov gword ptr [rsp+48h], rax hl
mov gword ptr [rsp+48h], rax [« | o
mow rbx, r9 ]
: kd >
mov ri3d, ra&d | ||
mov ri12, rdx Locals * & X ||Stack 7 X
S_Ub ecx, 1 . Name Valu| | Frame Index Name -
je srvnet!SmbCryptoCreateCipherkKeys+8x9414 . =
cmp ecx, 1 [0x0 srvnet!SmbCryptoCreateCipherKeys + 0x50
jne srvnet!SmbCryptoCreateCipherieys+0x948a 01 srvnet!SmbCryptoCreateServerCipherkeys + Oxce
. f .
3 lea rdi, [srvnet!SmbCryptoCiphers+8x18 (ffffl 021 s21Srv2CreateAndRegisterCipherKeys + Ox7b
mowv edx, 18h
mov ecx, 288h [0=31 srv2!Smb2ExecuteSessionSetupReal + 0x152f
mav rad, 2332534Ch . i D) srv2!RfspThreadPoolNadeWorkerProcessWorklter
3 call gword ptr [srvnet! imp ExAllocatePoolWit
nop dword ptr [rax+rax] [0x5] srv2!RfspThreadPoolMadeWorkerRun + Oxlae
mow ri4, rax O nt!lopThreadStart + 0x37 —
test rax, rax
’ 1
je srvnet!SmbCryptoCreateCipherkeys+8x9428 0 ntiPspSystemThreadStartup + 0x35 E
and gword ptr [rax], rsi E| [«] | (o] [ed | ]
LT Tl 4] [»] Locals | Watch Threads | Stack | Breakpoints
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Debugger

"Aaron's shitty windbg cheat sheet" from
GDB to WinDbg Rosetta Stone

Command gdb windbg windbg keyvboard accelerator | windhb
Continue Execution c g F5
Set breakpoint (address) break <address: bp «<address:
Set breakpoint (unresolved symbol) break <locations bu <location:
Set breakpoint (source line) break <source lines bp “<source lines” F2 at caret location M (tc
Set watchpont watch/rwatch/awatch ba w/r/r
Step over next p Fle [T
Step into step t F11 &
Step out finish gu shift + F11 i
List breakpoints info breakpoints bl
Disable breakpoint disable hd
Enable breakpoint enable be
Clear breakpoint clear bc F2 at caret location ol (tc
Fun to location advance pa F7 at caret location 1} 12
Current Thread Backtrace bt k Alt+ s i



https://dblohm7.ca/pmo/windbgcheatsheet.html

Debugger

How to debug the kernel?

— Dual machine setup
— Hostis running WinDbg, waiting for connections
— Debugged target (VM for me) is configured for remote debugging, connects to host

— https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/setting-up-a-network-debugging-
connection-automatically

— Note: target requires a supported NIC! Pick virtual NIC model carefully...

— Silently fails with gemu virtio NIC... Even gemu intel E100... :(
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https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/setting-up-a-network-debugging-connection-automatically

Debugger

How to debug the kernel?

— Setting up the target: install the debugging tools then

>kdnet.exe <HostComputerIPAddress> <YourDebugPort>
Enabling network debugging on Intel(R) 82577LM Gigabit Network Connection.
Key=2steg4fzbj2sz.23418vzkd4ko3.1g340u@7z4pev.1lsp3yo9yz874p

— In remote network debugging, host creates a debug TCP server, target connects to it

— Similarto FTP active mode (kind of backward)

— Special debug boot mode enabled by default
— Canlist boot configwith bcdedit /dbgsettings

— Reboot

6. Copyright © SUSE 2021
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Debugger

Setting up the host

— Just start WinDbg with the Key and Port from the target (command line or GUI)

A net:port=51111 key="""" target=192.168.2.105 - WinDbg 1.2103.01004.0

©

Start debugging

Start debugging
(>} Recent

Open source file /5] Launch executable

Save workspace

Open script & Launch executable (advanced)

Supports Time Travel Debugging
Settings

. Attach to process

About “  Supports Time Travel Debugging

Bxit Open dump file

[ivig]

Open trace file

Connect to remote debugger

Connect to process server

Attach to kernel

¥ w &
(A o

ch app package

COM  Local 9

Port number

51111
Key

Target IP (not required)
192.168.2.105

Break on connection

USE

EXDI

1304

hefdskxOg8oz.2sulagoImmghk.2xs82akéxaghg.58daajn3cvh?

Paste connecticn string
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Debugger

— Survival guide edition

.reload
Im
X srv2!l*key*

db expr
dd expr
dqg expr

P
t

bp expr
g

Refresh loaded symbols

List loaded kernel modules

List symbols containing 'key' in the srv2 module

Hexdump of "expr", displayed as bytes (b), double word (d,
32bits), quad (g, 64bits)

Step over
Step into (for call instructions)

Set breakpoint on expr (addr, symbol, symbol+addr, ...)
Continue

Gw' Copyright © SUSE 2021
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Disassembler/Static analysis

— Toolsto look around binary files

— Import tables, export tables, disassembly, decompilation, xref, list strings, etc

— Most popularones
— IDA Pro: industry leader, closed source, expensive (but free & demo versions available)
— Ghidra:recent, developed by the NSA, open source
— Radare2: open source, Linuxonly, command-line
— x64dbg: open source, Windows only

— OllyDbg: freeware, Windows only, popularbut old
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srv2.sys in IDA

¥ DA - srv2.i64 (srv.sys) ChUsers\aaptel\Documents\reverse\wrndriversisre2 i64
File Edit Jump Search View Debugger Options Windows Help

HhEH ey By 5 3w AO aimEF# X P> D DO |Nodebugger

v el

:I Functions window o & x IDA View-A B Program Segmentation || [s1 Strings window | @ Hex View-1 8 Structures
. Function name Segment ™ Iﬂlﬁ
zl Smb2CleanupMetnameTable Jtext
zl Smb2CloseClient Jtext
E Smb2ClientClosel eases Jdext ; __inte4 _ fastcall Srv2CreatefndRegisterCipherkeys(unsigned int al, _ int64 sess
E Smb2FreeClient Jdext srv2CreateAndRegisterCipherkeys proc near
E Srv2RemoveConnectionFromEndpaintlist Jext
] smb2CleanupConnection text var_S58= gword ptr -5&h
[ 7] RfsTables4Cleanup text :::—igj qx:j p:: _151-3:
zl RfspTableg4Cleanup text keyﬁancﬂgl: qmgrd ptr -38h
zl RfsHashTableCleanup Jtext keyhandle2= qword ptr -36h
[— zl Srv2GlobalConnectionListRemaove Jdext var_28= byte ptr -28h
E Srv2CancelCutstandingWorkItems Jdext arg:El= qword ptr B8
E Smb2CloseConnection Jtext arg_8= qword ptr 18h
E RfsHashTableL ookupFirstMatchEntry Jtent arg_lé= qword ptr 18h
[ 7] RfsTables4tookup text arg_28= quord ptr 36h
[#] smb2MidWindowPreCancelMid text arg_3@= dword ptr  33h
) arg_38= qword ptr 48h
zl Smb2VerifySamelser Jtext
. %Smbm;ﬁsess‘:"m o fext ; FUNCTION CHUNK AT 98008a01C0018A9E SIZE @0OOBOTE BYTES
McTemplatek0ghzr 1dg r7 Jdext
l E McTemplatek0jjddgbr4ihzr 7hzr9zq Jtext mov [rspt+arg_@], rbx
. ] McGenEventwrite text mov [rsptarg_8], rbp
i | [F] sockapor_size text mov [rsptarg_l2], rsi
- ESer]isconnectl—!andler Jtext push rdi
zl Srw2CloseConnection Jtext Eﬁ:: :i;
zl Srv2QuerySocketAddress text push r14
3 Srv2CreateAndRegisterCipherkeys Jtext % push ri5
E Smb2InsertConnectionIntaClient Jtext sub rsp, 58h
E Smb2MidwWindowSetMaxWindowSize Jtext mow rbx, r9
zl RfsTableCreate Jtext mons esi, ecx
I [#] smb2SignalScavengerCheck text E: igiJ ::i
: ; £l
- %z:ﬁ;;ﬂiﬁg:;g:::::; ;::: call c5?_irrp_KeQuer‘yHighesthdeNurrber‘
E AT ableg R EmOve ext . nop dword ptr [rax+rax+8ah]
L mov edx, [rsp+78h+arg_3@]
< > xor r13d, ri3d
Line 67 of 1057 mov gix EEZT?SHBFE—“]
¥
B8, Graph overview O & x mav [rsp+78h+keyHandlel], ril3
I—i lea rl4d, [rax+l]
g G [Pp— MNFende7?2htbavbhandla?l ~72
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Srv2.sys in IDA

— Graphview

Line 67 of 1057
,ﬂﬁ. Graph overview

Output window

@ Copyright © SUSE 2021
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Decompiling a function in IDA

__inted4  Tastcall Srvi2CreatedndRegisterCipherKeys(unsigned int al,  int6d4 sessId, unsigned int a3,  int64 a4, int a5, inted4 a6, int a7, OQWORD *aid)
1
__inte4 w8; /) rbx
__inte4 v3; J/ rsi
unsigned int v1@; // =di
__inte4 sessIdstack; // rbp
int v12; J/ erls
int v13; // ST2@ 4
__inte4 wvid; J/ rdx
signed int v15; // =bx
__inte4 wvie; Jf rB
unsigned  intlé v17; /S di
__inte4 v19; // [rsp+28h] [rbp-58h]
__inte4 v28; [/ [rsp+28h] [rbp-58h]
__inte4 keyHandlel; // [rsp+d48h] [rbp-38h]
__inté64 keyhandle2; f/ [rsp+48h] [rbp-3@h]

va = ad;
vl = alj;
vld = a3;

sessldstack = sessId;

keyHandlel = @ifd;

w12 = {unsigned __ inte4)KeQueryHighestNodeNumber() + 1;

keyhandle2 = @igd;

v1l3 = a7;

w15 = SmbCryptoCreateServerCipherKeys(vle, v8, 16i64, a6, v13, BkeyHandlel, &keyhandle2};
if ( wis »=8 )

{
w17 = 8
if ( {unsigned  intle)}vl2 <= 8u )}
LABEL 5:

if ( WPP_GLOBAL Control != (PDEVICE OBJECT)&WPP_GLOBAL Contral
&% SHIDWORD(WPP GLOBAL Control-:Timer) < @
&% BYTEL(WPP_GLOBAL Control->Timer) >= 2u )
1
LODWORD(v19) = v3;
WPP_SF_qgDi(WPP_GLOBAL Control-:»AttachedDevice, w14, w16, keyHandlel, w19, sessIdstack); [&

1



Deducting types and objects

— Certain objects can be deducted from lookingat function
names

— Reference and Dereference funcs are used to keep track
of reference counts (inc/dec)

— They all must take the object pointeras parameter

— We can figure out the offset and size of the refcount
field from them

— By iteratively annotating the prototype of the functions, the IDA
decompiler can deduct and propagate more types, intermediary
variable, and new func prototypes

6. Copyright © SUSE 2021

| £| g=b2ReferenceFile

Smb 2ReferenceFileFromLocalTable

Smb2Referencelease

Smb2Referencel easeFromFile

Smb2ReferenceMetname

Smb 2ReferenceObjectFromHandle

smb2ReferenceSecurityDescriptor

Smb 2ReferenceSession

Smb 2ReferenceSessionAndTreeConnectFromFile

Smb 2ReferenceSessionFromFile

Smb 2ReferenceShare

Smb2ReferenceShareForTreeConnect

Smb2ReferenceSharel ockState

Smb2ReferenceTreeConnectFromFile

Smb2R.eferenceTreeConnectFromTable

Smb 2ReferenceWorkItemFromAsyncld
Ed smb2Deleteshare

Smb 2DereferenceChannel

Smszereferencqgient

Smb2Dereferencefie

Smb2DereferenceHandle

Smb 2DereferenceHandleAndPost

Smb 2DereferenceHandleCallback

Smb 2DereferenceHandleEx

Smb2Dereferencelease

Smb 2DereferenceMetname

Smb2DereferenceCplockBreak

Smb 2DereferenceSecurityContext

smb2DereferenceSecurityDescriptor

Smb 2DereferenceSession

Smb 2DereferenceShare

Smb 2DereferenceShareForTreeConnect

Smb 2DereferenceSharelockState

Smb2DereferenceTreeConnect
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Deducting types and objects

— Similarl functions gives us object sizes

smb2AllocateSession proc near 3 CODE XREF: Smb2ExecuteSessionSetupReal+DBlp
; DATA XREF: .rdata:eeeee88lCea34FC4to

var_ 28 = gword ptr -238h

arg_@ = qwor{:l ptr &

arg_s = gword ptr 18h

arg_l1e gword ptr 18h

; FUNCTION CHUNK AT PAGE:eedapealCesclsr2 SIZE eeeeeacD BYTES

mow [Frsptarg 28], rbx
mov [rspt+arg_8], rbp
mov [rspt+arg_18], rsi
push rdi
push ri3
push ris
sub rsp, 3&h
mov rdi, [rcx+lFeh]
mowv rsi, rcx
mowv r15d, 7332534Ch
mov &dx, 238h 3 NumberOfBytes
mov rad, risd s
DE mov ecx, 1 ; PoolType
call £s:  imp ExAllocatePoolWithTag
nop dword ptr [raxtraxt2eh]

xor ebp, ebp
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Key generation

— After lookingaround some more, the code path we are interestedin is:

P X | |Stack * % X
srv2.Smb2ExecuteSessionSetupReal() { valul | Erame Index Name =
srv2.Srv2CreateAndRegisterCipherKeys () { 0x0 srvnetiSmbCryptoCreateCipherKeys + 0x50 —
srvnet.SmbCryptoCreateServerCipherKeys() { - ’ P
srvnet.SmbCryptoCreateCipherKeys() { [0x1] srvnet!SmbCryptoCreateServerCipherKeys + Oxce

// Rey derivation and generation via BCrypt API 0x2 srv2!Srv2CreateAndRegisterCipherkeys + 0x7b
BCryptGenerateSymmetricKey () . [0x3] srv2!Smb2ExecuteSessionSetupReal + Ox152f
j; ZZ;ZPn opaque BCrypt handles containing the [Oxd] srv2!|RfspThreadPoclNodeWorkerProcessWorklten
} [0x5] srv2!RfspThreadPoolNodeWorkerRun + Oxlae
} Ox6 nt!llopThreadStart + 0x37 N
} [0x71] nt!PspSystemThreadStartup + Ox55 E
! ] & | D]

Threads | Stack | Breakpoints
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Key generation

— BCrypt?
— Standard, documented, Windows crypto API
— https://docs.microsoft.com/en-us/windows/win32/api/bcrypt/

NTSTATUS BCryptGenerateSymmetricKey(
BCRYPT_ALG_HANDLE hAlgorithm,

BCRYPT_KEY_HANDLE *phKey, <====== generated key!
PUCHAR pbKeyObject,

ULONG cbKeyObject,

PUCHAR pbSecret,

ULONG cbSecret,

ULONG dwFlags

);

@ Copyright © SUSE 2021
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Key generation

— BCRYPT_KEY_HANDLE is an opaque pointer type though...
— We are looking for an AES-128 key
— 128 bits =16 bytes
— Theplanisnowto
— Put a breakpointin the server after the keys are generated
— Connect Samba smbclient to the debugged server
— Dump smbclient client key (via an existing command line argument)

— In the debugger, inspect the memory of the BCRYPT_KEY HANDLE

m Copyright © SUSE 2021
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Finding the key in the BCrypt handle

— BCRYPT_KEY_HANDLE is a void pointer, we don't know the struct content or size
— How to tell plain dataapart from addresses?
— Kernel memory lives on the high end of memory

— All addresses will start Oxfffff....

— Planis now to inspect memory at the handle, and recursively repeat for things that look like addresses
— X86_64 systems have 8 bytes addresses
— Use dqgin WinDbg to dump data as 8 bytes ints (will reverse the bytes on little endian)

— Fortunately, the key bytes are found relatively quickly at
aeskey = (uint8 t*)(*(uint64*)(*key handle)) + 92;

6“ Copyright © SUSE 2021
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Finding the key in the BCrypt handle

aeskey = (uint8 t*)(*(uint64*)(*key handle)) + 92;
— Essentially:

— struct BCRYPT_KEY {
struct substruct {
// 92 bytes of data here
uint8 t aesl128key[16];
} *ptr;
// more data here

s

@ Copyright © SUSE 2021
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Automating key dumping

— Now that we know when and where the key is stored, how can we automate it?

— Solution A: Patching srv2.sys
—  Will fail code signing
— Tricky to add additional functionsimports if we want to use simple file io API

— Needs to be re-figured out for every build of srv2.sys

@ Copyright © SUSE 2021
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Automating key dumping

— Solution B: Writing a new driver that patches srv2.sys in memory
— We can self-sign it
— Using any APl is easy
—  We can hook our dumping code at the exact right spot

— Still need to re-figure offsets and such for every build of srv2.sys

@ Copyright © SUSE 2021
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g; \/ F) g; srv2.Smb2ExecuteSessionSetupReal() {
srv2.Srv2CreateAndRegisterCipherKeys() {
. srvnet.SmbCryptoCreateServerCipherkKeys
— Now that we know when and where the key is stored, how spvnet,S;ﬁcry,,meateci,,hzr,(eys{)‘i {
cah we automateit? // key derivation and.generatwn via BCrypt API
BCryptGenerateSymmetricKey()
// return opaque BCrypt handles containing the
— Solution C: Writing a new driver that hooks into srv2.sys ) 7/ keys
imports , }
— srv2 callsinto the srvnet module }

— srvnet exported functions are less likely to change
prototypes often

Our dumping
code

Srvnet
SmbCryptoCreateCipherKeys

@ Copyright © SUSE 2021 30



Refresher on loading

— PE files can export symbols (libs) and import symbols (extern calls)

— The PE header has an Import and Export table section
(PLT, Procedure Linkage Table)

— Those tableslist the symbol name (ascii string) and the address where that
function can be called

— Addresses are zeroes on disk, but once loadedin memory, the linker mixes
and matches imports with exports from the modules alreadyloaded

m Copyright © SUSE 2021
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Refresher on loading

m Copyt

a.sys (about to be loaded)

Imports:

Exports:
- (nothing)

Code:

call import table[func _in b]

b.sys (loaded at 'base')

Imports:
- (nothing)

Exports:
-func_in b, base+0x123

Code:

func_in b: (offset 0x123)
mov eax, 42
ret

32



Refresher on loading

m Copyt

a.sys (about to be loaded)

Imports:

ovel

-func_in_b, base+0x123 i———.\\\

Exports:
- (nothing)

Code:

call import table[func _in b]

WNTE

b.sys (loaded at 'base')

Imports:
- (nothing)

Exports:
~— func_in b, base+@0x123

Code:

func_in b: (offset 0x123)
mov eax, 42
ret
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Refresher on loading: hooking

a.sys

hook. sys
Imports: | _
-func in b, base+0x123 rnpoﬂg
- = - (nothing)
Exports:
_ (nothing) Exports:
-hook _func_in_b, hook+0x456
Code:

Code:

call import_table[func_in_b] hook_func_in_b: (offset 0x456)
call_reaIZFch_in_b
inc eax

ret

m Copyt




Refresher on loading: hooking

m Copyt

a.sys

Imports:
-func_in b, base+0x123

Exports:
- (nothing)

Code:

call import table[func _in b]

1. Set real _fung_

func_in_bimpa

ya

in b
rt

hook. sys

Imports:
- (nothing)

Exports:
-hook _func_in_b, hook+0x456

\Code:

hook func_in b: (offset 0x456)
all,real_func_in_b (base+0x123)
inc eax

ret

variableto the

35



Refresher on loading: hooking

m Copyt

a.sys

Imports:
-func_in_b, hook+0x456

Exports:
- (nothing)

Code:

call import table[func _in b]

2. overwrite a.sys func_i

n_bin

hook. sys

Imports:
- (nothing)

Exports:
—-hook _func_in_ b, hook+0x456

Code:

hook func_in b: (offset 0x456)
call real func_in b (base+0x123)
inc eax

ret

nport to the hook
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Refresher on loading: hooking

a.sys hook.sys b.sys (loaded at 'base')
Imports: Imports: Imports:
- func_in_b, hook+0x456 - (nothing) - (nothing)
Exports: Exports: Exports:
- (nothing) -hook_func_in b, hook+0x456 -func_in b, base+9x123
Code: Code: Code:
call import_table[func_in b] hook_func_in b: (offset 0x456) func_in b: (offset 0x123)
call real func_in_b (base+0x123) mov eax, 42
inc eax ret
ret




Refresher on loading: hooking

a.sys hook.sys b.sys (loaded at 'base')
Imports: Imports: Imports:
- func_in_b, hook+0x456 - (nothing) - (nothing)
Exports: Exports: Exports:
- (nothing) -hook_func_in b, hook+0x456 -func_in b, base+9x123
Code: Code: Code:
call import_table[func_in b] hook_func_in b: (offset 0x456) func_in b: (offset 0x123)
call real func_in_b (base+0x123) mov eax, 42
inc eax ret
ret




Refresher on loading: hooking

a.sys hook.sys b.sys (loaded at 'base')
Imports: Imports: Imports:
-func_in_b, hook+0x456 - (nothing) - (nothing)
Exports: Exports: Exports:
- (nothing) -hook_func_in b, hook+0x456 -func_in b, base+9x123
Code: \ Code: Code:

N

call import_table[func_in b] hook_func_in b: (offset 0x456) func_in b: (offset 0x123)
call real func_in b (base+9x123) mov eax, 42
inc eax ret

ret




Refresher on loading: hooking

a.sys hook.sys b.sys (loaded at 'base')
Imports: Imports: Imports:
- func_in_b, hook+0x456 - (nothing) - (nothing)
Exports: Exports: Exports:
- (nothing) -hook_func_in b, hook+0x456 -func_in b, base+9x123
Code: \ Code: Code:
call import_table[func_in b] Nhook_func_in_b: (offset 0x456) unc_in b: (offset 0x123)
call real func_in_b (base+0x123 mov eax, 42
inc eax ret
ret




Refresher on loading: hooking

a.sys

Imports:
-func_in_b, hook+0x456

Exports:
- (nothing)

Code:

call import_table[func_in b]

hook.sys

Imports:
- (nothing)

Exports:
-hook _func_in_ b, hook+0x456

Code:

N

b.sys (loaded at 'base')

Imports:
- (nothing)

Exports:
-func_in b, base+0x123

Code:

hook func _in b: (offset 0x456)
call real func_in b (base+9x123

inc eax \

ret

unc_in b: (offset 0x123)
mov eax, 42

ret
/




Refresher on loading: hooking

a.sys

Imports:
-func_in_b, hook+0x456

[\

call import_table[func_in b]

|b\

Exports:
- (nothing)

Code:

hook.sys

Imports:
- (nothing)

Exports:
-hook _func_in_ b, hook+0x456

Code:

N

b.sys (loaded at 'base')

Imports:
- (nothing)

Exports:
-func_in b, base+0x123

Code:

hook func _in b: (offset 0x456)
call real func_in b (base+9x123

inc eax \

ret
e

unc_in b: (offset 0x123)
mov eax, 42

ret
/




Implementing the driver

— Visual Studio, following Microsoft documentation
— Kernel mode driver

— Onload
— Find srv2.sys module base address in memory
— Look for SmbCryptoCreateServerCipherKeys entryinimport table
— Copythe func address (real func)

— Overwrite the entry with our function address

— Onunload

— Restore srv2 import table addresses

— Hook function print keys to a file C:\SMBKeyDumpLog.txt
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Implementing the driver

— 2 functions needed to be hooked

— SmbCryptoCreateServerCipherKeys to access encryption&decryption
keys

— Butalso SmbCryptoKeyTableInsert to access the Session ID as one of the
parameters
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Implementing the driver

— Many issues:
— No API to find module base address
— Use undocumented call to get the address of kernel module array list
— Loop over module and look for one with a srv2.sys name attribute
— Cannot write in read-only memory (import table)

— Use MmMapLockedPagesSpecifyCache()
and MmProtectMdlSystemAddress() to change read/write permissions on
the pages the import table is.

— Number and size of arguments of hooked functions

—  Windows x64 "fastcall" ABI

— https://docs.microsoft.com/en-us/cpp/build/x64-calling-
convention?view=msvc-160#parameter-passing
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Implementing the driver

— Many issues:
— Tried issuing my own certificate and self-sign but impossible to get it to work
— Need to bootin signing debug mode to load it
— Windows doesn't have simple insmod/rmmod to load/unload kernel modules
— Tried understandingdriver .inf file but couldn't figure it out
— Used OSR Loader
— Pointit at .sys file, click load/unload buttons

— https://www.osronline.com/article.cfm%5Earticle=157.htm
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Live demo

— Dumping & decrypting
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Final words, credits, questions

— Code for the driver on github https://github.com/aaptel/SMBKeyDump

— Onlytested with a Win10 VM
— Thanks to people on reddit reverse engineering discord server

— The module list trick

— http://alter.org.ua/docs/nt kernel/procaddr/

— VirtualKD source code for changing page mode bits

— https://github.com/4d61726b/VirtualKD-Redux
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